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EMPLOYEE PII KNOWLEDGE AND AWARENESS CHECK 
1.  Do you know the difference between PII and sensitive PII?
2.  Do you know what to do when you find unattended PII on copiers, fax machines, printers, or scanners?
3.  Do you know about the requirement to use 000-00-0000 as a fictitious SSN?
4.  Do you know how to dispose of PII that you no longer need?
5.  Do you know that when you view someone's PII out of curiosity, without a valid need-to-know, you are violating the Privacy Act and 
committing a PII breach?
6.  Do you know who to contact when you believe you have committed a PII breach, or have become aware of a potential PII breach?
7.  Do you know how to permanently redact PII?
8.  Do you know what to do if you receive a pop-up informing you that one or more recipients cannot receive an encrypted e-mail containing 
PII that you are trying to send?
9.  Do you always ensure e-mails containing PII are sent to the correct recipient?  Do you ensure recipients have a need-to-know? 
10.  Do you know the Navy's policy is on faxing PII?
11.  Do you always remove your CAC when you leave your desk?
12.  Did you know that all e-mails containing PII must be encrypted?
13.  Did you know that the subject line of an e-mail is NEVER encrypted?
14.  Do you know how to properly mark e-mails that contain PII?
15.  Do you know how to modify your Outlook ribbon to place the encryption and digital signature icons directly above the send button?
16.  Do you use the DD 2923 Privacy Act Data Cover Sheet on folders containing PII?  Do you also use the DD 2923 to cover visible PII while 
you are away from your desk or when transporting PII to another area?
17.  Do you know who to contact if you receive an unencrypted e-mail containing PII that was sent by an external user (commands other than
BUPERS, NAVPERSCOM, NAVCRUITCOM, etc.)?
18.  Do you secure all PII (out of sight) when leaving for the day?
PII COORDINATOR VISUAL INSPECTION
19.  Have recycling bins been checked for PII?  Are they NOT located near shred bins or garbage cans?
20.  Have all empty pukas and offices been thoroughly checked for unattended PII?
21.  Have all bulletin boards and puka walls been checked for sensitive PII?
22.  Have copiers, fax machines, printers and scanners been checked for unattended PII?
23.  Have binders on shelves been checked for PII?
INFORMATION ASSURANCE FOLLOW-UP (PII COORDINATOR)
24.  Are random checks made to ensure no CACs are left in machines?
25.  Are regular checks made with the security POC to ensure access is removed for former employees?
26.  Are random checks made to ensure controlled folders on the shared drive cannot be accessed by unauthorized personnel?
27.  Are random checks made to ensure there is not a DD 2923 Privacy Act Data Cover Sheet advertising the location of PII within pukas, 
drawers, and other storage containers? 
PII COORDINATOR COMMENTS/NOTES, AND OR ITEMS REQUIRING FOLLOW-UP:
PII COORDINATOR INFORMATION
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PII COORDINATOR COMMENTS/NOTES, AND OR ITEMS REQURING FOLLOW-UP (continued):
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